Monutuka B o6nactun OﬁpaGOTKM nepcoHanbHbIX AAHHbIX
1. HasaHaueHue n o6nactb npumMeHeHuA

HacTtoswasna Monutuka B o6nactn 06paboTkm nepcoHanbHbIX AaHHbIX (ganee — MNonutunka)
pa3pabortaHa Ha ocHoBaHMM cT.18.1 ®enepanbHoro 3akoHa N2 152-03 «O nepcoHanbHbIX AaHHbIX»,
c yueToM TpeboBaHunin KoHctutyumm Poccuimnckonm depepaumm, KonseHummn Coeeta EBponbl 0
3awunTte GUanyecKknx 1L, Npu aBToMmaTmanpoBaHHoOM 06paboTke NnepcoHanbHbIX AaHHbIX,
MeXXayHapogHbIx gorosopoB Poccunckon ®epgepaunm, penepanbHbIX 3aKOHOB N MHbIX
HOPMaTUBHbIX NPaBOBbIX akToB Poccuickon Gepepaunm B 06n1acTn nepcoHanbHbIX aHHbIX.

LewncTteume HacToALen MNonnTrukm pacnpocTpaHAeTca Ha OTHoLWEeHMA No o6paboTke u
obecneyeHunto 6e3onacHOCTU MHPOPMaALMKM OrPaHUYEHHOro AOCTyna, OTHOCALLENCA B
COOTBETCTBUM C 3aKOoHOZaTenbCcTBOM Poccumckon Gepepaumm K nepcoHanbHbIM AaHHbIM (ganee —

Naw).

HacTtosawasa NMonntuka onpegenaet NpMHLUWNLI, LLenun, Nopaaok 1 ycrnosmna obpabotkm MNAH
paboTtHukoB AO «3konab», OO0 «KomnaHuma Hanko», OO0 «Cupg JlanHs» (ganee — pynna
KOMMaHMn) U NHbIX cybbekToB, Ubk [N[H obpabaTbiBatoTca pynnon koMnaHui. B HacToAwen
MonnTtrke cogep>katca NONOXKeEHUA 06 OTBETCTBEHHOCTM [pynnbl KOMNaHUN 1 ee PabOTHNKOB B
criyyae BblIBeHNA HapyLweHnin obpaboTtkm MN[H 3akoHooaTenbCTBY.

Hactoawasn NMonntuka Aenaerca obLien0CTynHbIM OKYMEHTOM M onybnnkosaHa Ha oduumanbHOM
canTe [pynnbl KOMNAHWUW B ceTU VIHTEpHET.

LewncTteume HacToALen MoNMTUKM He pacnpoCTpaHAETCA Ha OTHOLLEHWA, BO3HUKAaKOLLME NPU:

e OpraHm3auunun xpaHeHunAa, KOMM/IEKTOBaHUA, ydyeTa N NCMNoJs1b30BaHMA cogep>kKaLlnx
nepcoHanbHble AaHHble AOKYMEHTOB, MMEKLWKNX CTaTyC apXUBHbIX AOKYMEHTOB B
COOTBETCTBUM C 3aKOHOZaTeNbCTBOM 06 apxmBHOM gene B Poccuinckonm d)e,u,epau,mm,

e 06paboTKe NepcoHanbHbIX AaHHbIX, OTHECEHHbIX B YCTAHOBIEHHOM MOPSAAKE K CBEAEHUAM,
COCTaBNAOLLMM roCyaapCTBEHHY TalHYy.

MonoxxeHnamm HacToALen NonnUTNKM pykoBoACTBYOTCA BCe paboTHMKM [pynnbl KOMNaHWNA.
2. O603HauYeHNA U CoOKpaLLeHUA

NAOH NepcoHanbHble AaHHbIE
ncnau NidopmMaumoHHasa cncteMa NnepcoHanbHbIX AaHHbIX
HCLO HecaHKUMOHMpPOBaHHbIN A0CTYN

3. MpuHUMNbI 06paboTKM NEepCoOHaNbHbIX AaHHbIX
O6pabotka INAH ocywiecTBnsaetca B [pynne koMnaHMi Ha OCHOBE CNeayoLWMX MPUHLNMNOB:
1. O6pabotka N[OH ocyLlecTBNAETCA Ha 3aKOHHOW U CrpaBea/IMBOM OCHOBE;

2. O6pabotka [NH orpaHMyeHa AOCTUXKEHMEM KOHKPETHbIX, 3apaHee onpeaeneHHbIX 1
3aKOHHbIX Lienem;

3. Tpynna komMnaHui He ob6pabaTbiBaeT [[1H, HecoBMecTUMbIe C LiensMm cbopa
NMepCoOHanbHbIX JaHHbIX;

4. Tpynna koMnaHwni pasgenset 6a3bl AaHHbIX, cogepxxalime MOAH, 06paboTka KOTOPbIX
OCYLLeCTBMAETCH B LIE/NAX, HECOBMECTUMbIX MeX Ay COB0;

5. Tpynna koMnaHuit o6pabaTbiBaeT ToNbKo MH, KOTopble 0TBEYaloT LienaM nx 06paboTku;



10.

11.

CopepykaHue n 06beM obpabaTbiBaeMbix [1H COOTBETCTBYIOT 3aAB/IEHHbIM LIeNAM
06paboTtku;

O6pabatbiBaemble MNOH He ABNAKOTCA M3ObITOYHBIMW MO OTHOLLUEHWIO K 3asAB/IEHHbIM LIENAM
nx 06paboTku;

Mpwn o6paboTtke MNOH obecneumBatoTcs TOYHOCTb [[H, NX 4OCTATOYHOCTb, @ B HEOHBXOANMBIX
Cnyyanx U akTyanbHOCTb MO OTHOLLEHUIO K Lienam obpaboTtku MNAH.

MpuHMMatoTca HeobxoanMble Mepbl, NPeANMCaHHble 3aKOHOM, MO YAANeHMIo 1IN
YTOUHEHMIO HEMOJTHbIX MW HETOUHBbIX [1OH;

XpaHeHue MNOH ocyuwiecTBnseTcs B GopMe, NO3BoNAOLLEN onpeaennTb cybbekTa MNOH, He
[onblUe, YeM 3Toro TpedbytoT uenn obpabotkm MNOH, ecnu cpok xpaHeHusa MNH He
ycTaHoB/eH peaepanbHbIM 3aKOHOM, AOTOBOPOM, CTOPOHOM KOTOPOTO,
BblrogonpunobperateneM nnm nopyymtenemM no KOTopomy Aaenaerca cyévekT MNAH;

O6pabatbiBaemble NOH yHMUTOXKatOTCA NTM60 06€31MUMBAIOTCA NO AOCTUXKEHUN LENewn
06paboTkM nnum B cnyvae ytpaTbl HEOOX0ANMOCTM B 4OCTUXKEHUM ITUX LIENEN, ECIN MHOE HEe
npeaycMoTpeHo peaeparnbHbiM 3aKOHOM.

4. Uenn o6pa6oTku nepcoHanbHbIX AaHHbIX

lpynna koMnaHun ocyLlecTBnAaeT 06paboTKy NepCOHanbHbIX aHHbIX B LLeNAX OCYLLECTB/IEHNA
peAarenbHocTu Mpynnbl KOMNAHMIM cornacHo 3akoHogaTenbcTBy Poccumnckon ®epgepaunm n Yctasy
Mpynnbl KOMNaHUN.

5. KaTeropumn cy6bekToB nepcoHanbHbIX AaHHbIX

Cy6bekTamu, MOH koTopbix o6pabatbiBatorca B [pynne KOMNaHWi ¢ UCNONb30BaHWEM CPEACTB
aBTOMAaTM3aUMn Unn 6e3 UCMNo/Ib30BaHNA TAKOBbIX, ABMNAIOTCA:

KaHauaaTtbl Ha paboTy B pynne koMnaHWi;
paboTHUKM [pynnbl KOMAOAHWUA K YIEHbI X CEMEN (cynpyrmn n 6nmakmne poacTBEHHUKN);
nvua, UMeBLUME paHee TPyAoBble OTHOLLEHMA ¢ [pynnon koMnaHum;

nnua, MetoLLIne rpaXkaaHCcKo-NpaBoBOM XxapaKTep AO0r0BOPHbIX OTHOLLeHW ¢ Fpynnoii
KOMMNaHWI, U HaxoadALLMeCs Ha aTane NpeaaoroBOPHbIX UM BbIMOMHEHHbIX OTHOLLIEH WA
nono6Horo xapakrepa;

nvua, npoxoasLlme pasnMyHoro poga npakrmky (CTaxxmupoBky) B pynne komnaHum;
akumoHepbl [pynnbl KOMMNaHWM;

KOHTpareHTbl [pynnbl KOMNaHWM, NpeacTaBieHHble HOMBUAYANbHbIMU
npeanpuHUMaTensmMu, ux paboTHUKaMK; y4peanTenaMm, pykoBogmutensamu,
npeactaBUTeENAMU (MULAMMU, AENCTBYHOLLMMM HAa OCHOBaHMWN AOBEPEHHOCTEN) U
paboTHMKaMK KPUONYECKNX NNL, UMEIOLLMX NN UMEBLLNX AOTOBOPHbLIE OTHOLLEHUS C
[pynnon koMnaHun, NnMbo >KenarLmx 3aKIrUnUTb 4OroBOpPbI ¢ [pynnon koMnaHuin;

nocetutenu Mpynnbl KOMNaHUK;

MHble nnua, obpaboTka MNH KoTopbix Heob6xoaMMa pynne KOMNaHWUM ANA OCyLLEeCTBNEHMS
Lenen, ykasaHHbIX B pasaene 4 HacToALen MNonmtnku.

6. KaTeropnmn nepcoHanbHbIX AaHHbIX



B I'pynne koMmnaHun MoryT o6pabaTbiBaTbca cnenytolime kateropum MNMAOH:

e [OH ob6en kaTeropum (MHble MNOH), KOTOpble HE MOTYT BbITb OTHECEHBI K CNeumManbHbIM
KaTeropmaM nepcoHasnbHbIX AaHHbIX, K GBUOMETPNUECKMM NePCOHasbHbIM AaHHbIM UK K
obLwenocTynHbiM MNH;

e 6uometpuueckme NAH;
e obwepocTtynHbie MNMAH.
8. O6paboTka n o6ecneueHmne 6e3onacHOCTU NepPCcoHasbHbIX AaHHbIX

8.1 O6paboTKka 1 Nnopaaok NpekpauLeHna o6paboTkm NnepcoHanbHbIX AaHHbix O6pa6oTtka MOH
B [pynne kKomnaHui gonyckaeTcs B CNeayoLnX ciyyanx:

O6pabotka NAH B [pynne KoMNaHWM OOMYCKaeTcA B CNeayoLmMX Cy4asx:
e ob6pabortka NH ocywiecTBnsetca ¢ cornacuma cybbekra NH Ha o6paboTtky ero MNH.

e obpabotka [N1H HeobxogmMMa 18 UCMONHEHWA [,OTOBOpPa, CTOPOHOM KOTOporo nnbo
BblrogonpunobpertateneM nnm nopyymTenemM no KOTopomy apnsaerca cyovekr MNAH, B TOM
yuncrie B C/lyyae peanusaumy onepaTtopoM CBOEro npaea Ha ycTyrnky npas (TpebosaHui) no
TakoMy [0roBOpYy, a Takxke A1Aa 3aK/IFoUeHMA orosopa no nHmumatnee cybvekrta MNMOH nnn
[oroeopa, no kotopoMmy cybbekT [NH 6ygeT ABnATbCA BbirogonpmnobperarenemM nnm
nopy4mTenemM.

e ob6pabotka NH HeobxogmMMa Ana OCyLLECTB/IEHMA NPaB U 3aKOHHbIX MHTEPECOB oneparopa
W TPETbUX NKL, MO0 ANA AOCTUXKEHUA 06LLLECTBEHHO 3HAUMMBIX LLeN1en Npu yCNoBUn, 4To
nMpu 3TOM He HapywlaroTca npasa n ceobonbl cybvekra MNAH.

e o0b6pabotka [N[H ocyLlecTBNAETCA B CTAaTUCTUYECKMX NN UHbBIX UCCIeA0BaTENbCKMX LeNnsax,
npu ycnoeun obsazartenoHoro obesnmumeanua MNAH. icknoveHne coctaBnaet obpaboTtka
MAOH B uenAx NnpoaBMXKEHNA TOBaApPOB, paboT, ycnyr Ha pbiHKE NYTEM OCYLLECTB/IEHMSA
NPAMbIX KOHTaKTOB C MOTEHLMabHbIM NOTPeBUTENEM C MOMOLLbIO CPEACTB CBA3U, a TakKe B
Lenax nosmMTMYeckon arutaumm.

e ocyuwiecTtBnaerca obpabotka NH, 4OCTyNn HEOrPaHUYEHHOIO Kpyra /inL, K KOTOPbIM
npegnocTaBneH cybbektom MNAH, nnb0o no ero npocbbe.
ocyulecTtenaetcAa obpabotka MNAOH, nognexalmx onybinkoBaHMIO nnn o6asatenbHOMy
pacKpbITUIO B COOTBETCTBUM C deaepasibHbIM 3aKOHOM,

e aTakxke o6pabotka MNAH Mpynno KOMNaHni BO3MOXXHA B UHbIX C/lyYasX, NpeayCMOTPEHHbIX
denepanbHbIM 3aKOHOA,aTENIbCTBOM.

BikntoueHue Mpynnon komnanum MNAH cy6bekToB B 0611e00CTYMHbIE MCTOUYHUKM [T[JH BO3MOXXHO
TO/IbKO B C/lyyae Hanmuma TpeboBaHmni peaepanbHOro 3akoHogaTenbcTBa, Mnbo B cnyyae
rnony4veHMa NMCbMeHHOro cornacua cyobvekra MNMAH.

Mpynna KOMNaHW OCYLLLECTBNAET TPaHCIrpaHUYHyto nepeaady MNAH paboTHUKOB B LEenax
NCMNONTHEHMA AOTOBOPHbIX 06A3aTENBCTB C KOHTPareHTaMu To/IbKO Ha B C/lyvae Hanmn4ums
nnucbMeHHoro cornacusa cybbekta MAH.

Mpynnoi KoMNaHWi He OCYLLECTBASAETCA MPUHATME PELLEHWUI, MOPOXAatOLLNX FOpUANYECKME
nocneacTema B oTHoLWeHUKN cybbekTa MNAH nnm nHbiM 06pa3om 3aTparvBatoLLLmMx ero npaea u
3aKOHHbIE MHTEPECHI HA OCHOBAHUWN UCK/HOUYUTENBHO aBTOMATU3MpPOBaHHOM 06paboTkm MOH.



lpynna koMnaHui BNpase nopy4ntb 06paboTky MNAH ApyroMy nmuy TonbKo ¢ cornacus cybbekTa
MAH, ecnn nHoe He NpeaycMoTpeHo deaepanbHbIM 3aKOHOM, HA OCHOBaHUK 3aK/1K0YaeMOro ¢
3TUM NNLOM O0roBopa (panee — nopy4eHue onepatopa). [Npu atoM pynna koMnaHni 06a3biBaeT
nvuo, ocyuwlectenatowiee obpabotky MNH no nopyveHuto, cobnogaTe NPUHLMMNBLI M NpaBuia
o6pabotku MNH, NnpeaycMoTpeHHble peaeparnbHbiM 3akoHOM. B cnyuae ecnm pynna koMnaHuim
nopy4aet o6pabotky NOH apyromy nuuy, oTBETCTBEHHOCTb Nepen cybbekToM MNH 3a aencteua
yKasaHHOoro nuua Hecert pynna komnaHun. Jinuo, ocywiecTtenaroLee obpabotky MNAH no
nopy4eHuto MNpynmnbl KOMNaHWM, HeceT OTBETCTBEHHOCTb nepeg, pynnon KoMnaHun.

lpynna komnaHum 06a3yeTca 1 06A3bIBAET UHbIX NNLL, NOAYYMBLUMX AoCTyn K [1[H He packpbiBaTb
TPEeTbUM NnLaM 1 He pacnpocTpaHaTb [1H 6e3 cornacusa cybbekra NH, ecny HOE He
npeaycMoTpeHo penepanbHbIM 3aKOHOM.

O6paboTtka pynnown komnaHui NOH NnpekpallaeTca B cneayroLwmx cny4vasx:
e pocTmkeHue uenen obpabotku MNAH;

e uncTeyeHune cpoka obpabotkum MNAH, NnpegycMoTpeHHOro ¢peaepanbHbiM
3aKoHO4aTeNbCTBOM, OrOBOPOM nnu cornacunem cybvekra MNAH Ha o6paboTky ero MNAH;

e npwu oT3biBe cybbekToM MNOH cornacua Ha o6paboTky ero NH, B cny4asx, He
npoTmeopevallnx TpeboBaHnAM denepanbHOro 3akoHogaTeNbCTBa.

8.2 CBepeHUA 0 peanmayeMbiX Tpeb6oBaHUAX MO 3aLuUTe NEePCOHaNbHbIX AaHHbIX

lpynna koMnaHun NpMHUMAaET BCe HeobxoaMMble NpPaBoBble, OPraHM3aLUMOHHbIE U TEXHUYECKUE
Mepbl Npu o6pabotke MNAH ana 3awmTthl NAH OT HENPABOMEPHOTO UM CTYyYaMHOTo A0CTyNa K HUM,
YHUUTOXEHUA, U3MeHeHUA, 6/T0KMPOBaHMA, KONMPOBaHUSA, NpeaocTaBNeHNA, pacnpocTpaHeHus, a
Tak>Ke OT MHbIX HEMPaBOMEPHbIX A4ENCTBMIN B OTHOLEeHWW MNMOH.

Peanuaytotca Mepbl No opraHnsaunm obpaboTtkn n obecrneveHuro 6ezonacHoctn MNAH,
obpabaTtbiBaeMbix 6€3 cpencTs aBToMaTM3aumm, B TOM YNUCTIE:

e anakaxpaon kateropuu MNH onpegeneHbl MecTa xpaHeHua MNOH (MatepmanbHbIX
HOCUTeNen) n ycTaHOB/EH NMepeYveHb 1L, ocyulecTBAArWMX 06paboTky MNAH 1 nMerowmx K
HWUM O0CTyn,

e ob6ecneveHo pasaenbHoe xpaHeHue MNOH (MaTepuanbHbiX HocuTenen), obpaboTka KOTOPbIX
OCYLLIECTBNAETCSA B Pa3/INYUHbIX LleNsx;

e cobntogaroTcs ycnosus, obecnevmsatroLlme coxpaHHocTb MNAHN ncknovatoLmne
HECaHKLMNOHNPOBAHHbIN K HUM AOCTYMN NPU XpaHeHUM MaTepuanbHbIX HOCUTENEN.

Peanuaytotca Mmepbl no 3awmTte MNAH npu nx o6pabotke B UHPOPMaLMOHHbIX cuctemax MNAH, B TOM
uucne:

e onpepaenserca ypoBeHb 3alunLLeHHocTU MNAHNPY nx 06paboTke B MHGOPMALIMOHHbIX
cuctemax;

e BbinonHAtoTca TpeboBaHuA no awwmte MAHB MHGopMauMOHHbIX cucTemax NH B
COOTBETCTBUM C ONpeaeneHHbIMM yPOBHAMM 3awumieHHocTm MNOH;

(] NMPUMEHAKTCA HeobxoanMble cpeacTea 3aLunThl MHq)OpMaLI,MI/I;

e ocyllecTBnseTcs oueHka 3G PeKTUBHOCTN NPUHMMAEMBbIX Mep No o6ecrnevyeHmnto
6es3onacHocTtu NAH oo BBoga B akcnnyatauunto NCI4H;



e  OCYLLEeCTBAAETCA y4eT MalMHHbIX HocuTenen MNMAH;
e ocywecTBnsaeTca obHapy>keHue ¢pakToB HC/L k NMOH 1 npuHATME HEOBXOAWMBIX MEp;

e ocyuwlecTBnseTcs BocctaHoBneHue MNAOH, MogndnumMpoBaHHbIX MW YHUUTOXEHHbIX
Bcnencteue HC/ K HUM;

e ycTaHaBnuBatoTcs npasuna goctyna K [NH, o6pabartbiBaembiM B ICIH, a Takke
obecneymBaeTca permcTpayma n yyet aencteunin, coeepruaemsbix ¢ MNAH B ICTOH, TaMm, roe
370 Heob6XxoANMO;

e  KOHTPO/UPYOTCA NPUHNUMaeMble Mepbl No obecnedveHuto 6ezonacHocTm MNH 1 ypoBeHb
3awmieHHocTn NCIMAOH.

9. HapyLwieHue NoANTUKU U OTBETCTBEHHOCTb

lpynna KOMMaHUn HeceT OTBETCTBEHHOCTb 3a COOTBETCTBME 06paboTkn n obecrneveHme
6e30nMacHOCTV NePCOHanbHbIX A4AaHHbIX 3aKOHOAaTeNnbcTBY. Bce paboTHMKM [pynnbl kKOMOaHUN,
ocyulecTensAoLme 06paboTky NnepcoHanbHbIX JaHHbIX, HECYT OTBETCTBEHHOCTb 3a cobntogeHne
HacToALen MoNUTUKN N MHBIX TOKanbHbIX akToB KomMnaHmm no BonpocamM o6paboTtku u
obecneveHunto 6€30NacHOCTV NEePCOHasbHbIX aHHbIX.

Jlro6o1n paboTHMK, KOTOPOMY CTasi0 M3BECTHO O HapyLLIEHMM HacToAwen MNonnTMkn nnm KoTopbin
NoAo3peBAaET O CyLLLECTBOBAHWM TaKOTO HapyLUeHUs, [O/MKEH coobLLNTL 06 3TOM nunuy,
OTBETCTBEHHOMY 3a opraHmnsaumto o6pabotkm MNH, B COOTBETCTBUM C CyLLeCTBYyOLWMMMK B [pynne
KOMMNaHuM npoueaypamu.

Jto6ble HapyLeHnAa HacToALen MoNUTUKN N MHBIX TOKanbHbIX akToB [pynnbl KOMOaHMM NO
BonpocaM o06paboTkm n obecneveHmto 6€30nacHOCTU NepPCcoHasnbHbIX aHHbIX 6yayT
paccnegoBaTbCA B COOTBETCTBMU C AENCTBYHOLLMMM B [pynne kKoMnaHWM npouenypamu.

Jlnuya, npyu3HaHHbIe BAHOBHbIMM B HAPYLLEHMW YCTaHOBNEHHbIX NopsaaKka 1 npouenyp 06pabotku u
obecneyeHma 6e30MNacHOCTN NEPCOHAasbHbIX AA@HHbIX, MOTYT ObITb MPUBNEYEHbI K
ONCUMNNTMHAPHOW, MaTepuanbHOM, rpaxkgaHCKo-NpaBoBOMN, aAMUHUCTPATUBHOM N YTO/TIOBHOM
OTBETCTBEHHOCTM B NOPAAKE, yCTAaHOBNEHHOM 3aKoHOAaTebCTBOM Poccurickon Pegepaunn.



